READY TO RESPOND DISASTER STAFFING TOOLKIT

IT Team Leader
Job Description
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Disaster Response

Staffing Roles
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Getting Started

The IT Team Leader takes all actions necessary to ensure continuity of
communications and computer systems essential fo the organization’s operations.

When a disaster strikes, the main functions include:
» Backing up vital records to a cloud server.
» Making sure staff have access to communications hardware.
» Restoring IT and telecommunications if interrupted.

» Enlisting the help of outside IT vendors as needed.

Qualifications may include:
» Strong technical skills in hardware and software.

» Familiarity with IT vendors if the organization’s IT functions are outsourced.

A likely staff member to fill this role may be:
» Chief Technology Officer or Office Manager who has IT responsibility.

During the planning phase, the IT Team Leader should:
» Review and customize the IT Equipment Inventory Worksheet to track critical equipment.
» Perform IT security assessments and test communications equipment.

» Complete the IT Continuity Checklist.
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Click here to access the Tools and Video for this role:
http://enterprisecommunity.com/solutions-and-innovations/green-communities/tools-
and-services/ready-to-respond/disaster-staffing-toolkit/itteam-leader

TO GET READY, WATCH THIS VIDEO NOW!

Business Continuity Section Video
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TOOLS

IT Team Leader Job Description
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IT Team Leader Job Action Sheet
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Additional Tools

IT Continuity Checklist
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IT Equipment Inventory Worksheet
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Job Action Sheet

A Job Action Sheet includes specific tasks to be completed by the Disaster Response
Role over eight Operational Periods before, during and affer a disaster.

Operational Periods

Pre-Event Event Post Event

ccccc%f 00

96 hours 72 hours 48 hours 24 hours 12 hours

Immediately :
after : 12 hours

Pre-Event Event Post-Event
Preparedness Response Response
In this Toolkit, pre-event preparedness begins 96 hours ahead of an During the event  : Activities and tasks to
emergency event so an organization can best prepare for emergency period, Job Action : be completed after the
response and recovery. The Job Action Sheet specifies tasks that Sheets instruct all  : disaster is over.
should be completed 96, 72, 48, 24 and 12 hours before a disaster. Disaster Response
Roles to stay on
alert.
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‘ Sample Job Action Sheet

Disaster Job Description Main Functions

Response Role A general description of The primary responsibilities

Notes
Information needed to help complete

the Disaster Response Role.  of the Disaster Response Role. tasks or to report during meetings.

REA;Z)Y TO RESPOND DISASTE%R STAFFING TOOLKIT
IT Team Leader
Job Action Sheet

The IT Team Leader takes all necessafy actions to Main functions include:

ensure the continuity of communicationfs technology and « Backing up vita:l records to a cloud server. :
computer systems essential to the orgahization’s + Making staff have access to communications hatdware.
operations. :

» Restoring IT arjd telecommunications if interruptéd.

+ Enlisting the help of outside IT vendors as needed.

96 Hours
Pre-Event

Action

Date Notes Done
Receive Section Meeting announcement from Business Continuity
Chief.
Read entire Job Action Packet with supplemental materials and fill
gaps as needed.
Work with External Communications Liaison to update information
on emergency webpage.
Work with Business Continuity Chief to ensure all documents: in Vital
Records Worksheet are up to date and stored on server.
Address staff questions and needs regarding IT and communicfations
connectivity. :

Enterprise Community Partners, Inc. Name Phone Date last revised
Operational Period Actions Additional Information
Specific time periods before, during, and Important tasks to be completed ~ Space fo include contact and
after a disaster during which meetings are during each operational period.  updated document information.

held and tasks are completed.
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